This study is a conceptual replication of the work of Hong and Thong (2013) , who developed the Internet Privacy Concerns scale to measure individuals' concerns regarding how personal information is handled by websites. We adapt the wording of the original survey items to the context of mobile banking and follow the same procedures to assess the scale. The replication results reinforce the stability and applicability of the scale over the years and in different scenarios. In contrast with the original study, however, we detect a high correlation between the Control and Awareness dimensions, suggesting the design of an additional second-order dimension that we label "exposure management" (individuals' consciousness about existing controls that mitigate the risks of personal data loss).
Introduction
Information privacy can be defined as the ability of the individual to control personally (vis-a-vis other individuals, groups, organizations, etc.) information about one's self (Stone, Gueutal, Gardner, & McClure, 1983, p. 460) .
We live in an era where people have to handle so much information that they are likely to lose control of the data they are sharing and be unaware of the consequences. People do not exactly know whether and to what degree they should be concerned about privacy (Acquisti, Brandimarte, & Loewenstein, 2015) . This is not a new issue, as the secure storage of a significant amount of personal data in computers and its proper use is a public concern that has been discussed for a long time (Ware, 1973) . However, this issue continues to be highlighted as an essential research topic in many disciplines, including economics, law, marketing, psychology, and especially in information systems (Bélanger & Crossler, 2011) .
In the last three decades, many studies have been perfecting an instrument to measure information privacy concerns; however, privacy attitudes are often measured in an ad hoc manner using questionnaires instead of reusing measurement instruments (Preibusch, 2013) . In their original study, based on Multidimensional Developmental Theory (Laufer & Wolfe, 1977) , Hong and Thong (2013) developed a scale to measure individuals' concerns regarding how personal information is handled by websites. They named their instrument Internet Privacy Concerns (IPC). Hong and Thong (2013) identified that, although there was evolving literature on privacy concerns, there was little agreement about its conceptualization regarding its dimensions, factor structure, and the wording of the items used in prior instruments. Thus, after four online surveys involving almost 4,000 Internet users, the authors resolved these discrepancies and demonstrated that the third-order conceptualization of IPC had nomological validity.
By analyzing past research (Table 1) , we observe indeed some contrasts on the scales that were developed to measure information privacy concerns. The scales were based on different theories and practices, presented a variety of definitions, and were defined using different structures and dimensions. Considering these contrasts, we believe that a replication study is necessary to assess whether the IPC scale is stable over time and applicable to different contexts. We choose IPC because this is the most up-to-date and robust information privacy scale proposed in the Information Systems (IS) field. Jia and Xu (2015) Volume 5 Paper 8
In this replication study, we assess the scale and nomological network of IPC in the context of mobile banking (m-banking) in order to address the lack of stability confirmation or tests in different scenarios in the literature. The U.S. Federal Reserve (Fed, 2016, p. 7) defines mobile banking as using "a mobile phone to access your bank or credit union account. This can be done either by accessing your bank or credit union's web page through the web browser on your mobile phone, via text messaging, or by using an app downloaded to your mobile phone." The reuse of a scale has three advantages: (1) it advances the state of the art to build on prior work, (2) it makes high-quality measures available for the current research, and (3) it saves time for the researcher that can be better spent on the original contribution (Preibusch, 2013) .
The context of m-banking in the U.S. is an ideal scenario to study privacy concerns for some reasons. First, financial information is a highly sensitive type of data (Culnan, 1993; Terlizzi, Meirelles, & Cunha, 2017; Woodman et al., 1982) . Second, the use of m-banking has been growing steadily (Guzraty, Kelly, Kim, & Ross, 2017) . In 2015, 43% of all mobile phone owners in the U.S. with a bank account had used m-banking, up from 39% in and 33% in 2013 (Fed, 2016 . Furthermore, recent headlines have highlighted major data breaches in this industry, including JPMorgan Chase (Ross, 2015) , UniCredit Bank (Sirletti & Robinson, 2016) and Equifax (Economist, 2017) , raising questions about the capacity of banks, credit bureaus and their partners to protect the privacy of citizens' financial information. Finally, information privacy concerns still constitute one of the leading barriers reported by nonusers for not adopting m-banking (Fed, 2016) . Figure 1 shows the research model, paths, and results from the original study that are part of this replication. The final scale of IPC proposed a third-order factor with two new second-order factors: (1) interaction management -the ability of an individual to manage the collection and subsequent use of his or her personal information by websites, and (2) information management -an individual's perception of how websites handle personal data. The results provided evidence that online users with high information privacy concerns have lower trust in how sites handle personal information and perceive higher risk in providing personal information to websites.
In recent years, some researchers have conducted specific replication studies to validate the applicability of the scales about information privacy concerns in new contexts. For example, (Osatuyi, 2015) replicated the concerns for the information privacy scale (CFIP) (Smith et al., 1996; Stewart & Segars, 2002) in the context of social media, and Kenny and Connolly (2017) partially replicated IPC using a second-order factor approach in the context of mobile health applications. Our work extends this line of research by replicating IPC in the context of mobile banking and checking for nomological validity of its third-order conceptualization.
Method
This study is a conceptual replication (Dennis & Valacich, 2014) of the work of Hong and Thong (2013) in which we adapt the wording of the survey items that were designed to measure the IPC scale to the context of m-banking and name the revised scale as Mobile Banking Information Privacy Concerns (MBIPC). We address two of the three future directions proposed by Hong and Thong (2013) : (1) we reevaluate the lower-Prior literature adapted the context of the information privacy scale by changing some keywords in the survey items. For example, (1) Hong and Thong (2013) changed the term "companies" that was used in the CFIP scale (Smith et al., 1996) to "commercial websites;" (2) Osatuyi (2015) , in a replication paper, changed it to "social media sites;" and (3) Kenny and Connolly (2017) used "health care entities" instead. We follow the same rationale and change the term "commercial websites" used in the IPC scale (Hong & Thong, 2013) to "mobile banking apps and websites" (see Appendix A), and obtain additional feedback from five doctoral students on the clarity of the questions and options before deploying the final version.
Hong and Thong (2013) studied several conceptualizations of IPC with four online surveys that were conducted in Hong Kong. The final instrument was validated in study 3 (n = 992) and cross-validated in study 4 (n = 887). Consistent with the original study, we execute the same procedures and validate the final instrument used in studies 3 and 4, as well as its nomological network (the relationships between MBIPC, trusting beliefs and risk beliefs).
In order to study the stability of the scale and its applicability in a different culture, we recruit online participants from Amazon Mechanical Turk restricting participation to U.S. residents, with the intention of generalizing the results to the U.S. population (Steelman, Hammer, & Limayem, 2014) . We compensate participants $0.6 for completing the study.
The recruitment of participants from the MTurk platform is motivated by the fact that MTurk workers are experienced Internet users, and are thus likely to have experience in online activities. This is the population we need to target in order to study a context such as mobile banking, which requires at least some familiarity with online activities. Furthermore, MTurk has been shown to be a reliable source for high-quality and representative data for various fields and research purposes (see for instance Paolacci and Chandler (2014) ).
A priori sample size calculations (https://www.danielsoper.com/statcalc/calculator.aspx?id=89) were performed using Westland (2010) formulas to ensure that the study sample size was adequate to detect the same effect size of the original study. Under the conditions of the original study (effect size: 0.52, desired statistical power level: 0.8, probability level: 0.05, number of latent variables: 11, and number of observed variables: 26), a minimum sample size of 316 is required. Thus, we recruit 400 participants (Soper, 2018; Westland, 2010) .
We remove 22 participants who answered the attention check question incorrectly; this leaves us with 378 responses for analysis. Table 2 provides the demographics of the remaining participants in our study and compares the subject pool to the one recruited by Hong and Thong (2013) . Our sample size is smaller than Hong and Thong's (2013) study 4, but, as shown above, it is large enough to detect the same effect as the original study. The mean age of the subjects in the replication study is ten years older than in the original research; however, the median age is close to the median age of the U.S. population, which is 37.9, according to the most recent U.S. Census estimates (Census, 2017) . Finally, our replication is composed of a similar percentage of females/males as in the original study 4.
Results
We use IBM ® SPSS ® Amos 23 to conduct confirmatory factor analysis (CFA). In the next subsections, we compare our results and contrast them with the original study.
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Measurement Model Assessment
We examine our descriptive statistics for the six key dimensions of the original study (Table 3 ). In the replication study, the means of the collection, secondary usage, errors and improper access constructs are comparable to the ones in the original study. The means of the control and awareness constructs are not as similar; however, they are close to the means of study 3. As in the original study, we calculate the difference between the mean of each dimension and the collection dimension; however, we cannot perform an independent samples t-test comparing the means between the original and the replication study because standard deviations were not reported in the original paper.
Following the procedures of the original study, we implement CFA to examine the factor structures.
Considering that study 4 cross-validate study 3, the original study did not publish all measures for study 4, so we compare our measures and fit indices with those of study 3. Difference is calculated by subtracting the mean of each dimension from the mean of the collection dimension (Difference = Mean Dimension -Mean Collection); Std.Dev. = standard deviation. Table 4 presents the tests of reliability and convergent validity of the six first-order factors. Cronbach's alphas and composite reliabilities for all of the factors are above 0.80, indicating good reliability for the firstorder factors. All factor loadings are greater than 0.80, and the squared multiple correlations between the individual items and their a priori factors are high (> 0.65, with the majority being over 0.80), demonstrating high convergent validity. Table 5 presents tests of the discriminant validity of the six first-order factors. Correlations between factors are lower than the square root of the average variance extracted from the individual factors, thereby demonstrating discriminant validity. Thus, consistent with the original paper, our factors have adequate reliability, convergent validity, and discriminant validity. Based on the uncovering of the six key dimensions in the existing privacy literature, the original study proposed some alternative models of IPC to assess if a third-order factor structure was desirable. Models 3 (six correlated first-order factors) and 4 (second-order factor of IPC on the six first-order factors) are the baseline models, and models 5 to 12 are higher-order models grounded on the theoretical frameworks identified by multidimensional developmental theory (Laufer & Wolfe, 1977) .
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Paper 8 In the next step, following the procedures of the original study, we generate and compare goodness-of-fit indices for the two baseline models (models 3 and 4) and the eight alternative models (models 5 to 12). Table 6 presents the comparison of the CFA fit indices between the original study and the replication study. Consistent with the original research, all models show good fit, with all indices falling within recommended ranges. However, in contrast with the original research where model 12 (one third-order factor) had the best performance, in our research, considering CFI, RMSR, and RMSEA, model 9 (two second-order factors) has the best performance. Thus, we decided to test the structural properties of model 9 in the post hoc analysis section.
Structural Model
Following the procedures of the original study, to confirm the nomological validity (Bearden & Netemeyer, 1999; Chin, 1998) of model 12 (final model), we examine the relationship between MBIPC and two theoretically related constructs: trusting beliefs and risk beliefs of m-banking. Privacy concerns are theorized to have a negative relationship with trusting beliefs and a positive relationship with risk beliefs. The structural model's fit indices (Figure 2 ) are within the recommended ranges, indicating a good fit with the data (Table 7 ). The only exception is that GFI is below the recommended value of 0.9; however, this can be due to the lower sample size of the replication study. Since the other fit indices, more immune to sample size changes, are within limits, we do not deem this aspect especially concerning. Figure 2 compares the results of the path coefficients, significance and fit indices from the original study with the results of the replication study. The third-order factor explained 41% of the variance in trusting beliefs and 70% of the variance in risk beliefs, which are superior to the original paper's, 27% and 54% respectively. Hence, consistent with the original paper, we conclude that the third-order factor structure of IPC has good nomological validity.
Figure 2. Results of the Original Study and Replication Study
We conduct the marker variable test (Lindell & Whitney, 2001; Malhotra, Kim, & Patil, 2006) using response costs (Boss, Galletta, Lowry, Moody, & Polak, 2015) as a marker variable. Correlations between the marker and the dependent variables are small (Table 5) , giving a good signal that the marker works. The fact that the signal swings from positive to negative is also good (Lindell & Whitney, 2001, p. 118) . We choose rsecs (0.089) as the estimator of rs in equation 4 (Lindell & Whitney, 2001 ) (the second-least correlation is chosen for a more conservative approach). The results suggest that common method variance does not present a major threat to our analysis.
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Post hoc Analysis
As a post hoc analysis to further examine the possible improvements to the original scale, we conduct two additional tests. First, in the original paper, in order to reduce the length of the questionnaire, Hong and Thong (2013) selected the three items from previous literature with the highest loading on each dimension. We test the baseline model 3 ( Figure 3 ) including the extra items that were not used from previous literature (COL4, SEC4, and ERR4) and the model performs worse (see additional indicators on Appendix A), thus supporting Hong and Thong (2013) decision to select only the three items with the highest loadings.
Figure 3. Alternative model 3B with the items from the prior literature not included in the original paper
Second, in model 12, we identify a high modification index (113.686) between the residuals of the first-order factors of Control and Awareness, indicating that these two factors are correlated and suggesting the need for an additional second-order factor. Therefore, we create an alternative model 12B (Figure 4 and Table 8 ) that has a better performance in the measurement model, very close to our results for model 9. We label this new dimension as "exposure management." We speculate more about this data-driven result in the discussion section. Next, we test models 9 and 12B in the structural model and compare them to model 12. Model 12B (Table  9 and Figure 5 ) presents the best performance, surpassing model 9 (Table 9 ) and corroborating our proposal to create a new second-order factor. 
Discussion
It has been 40 years since Laufer and Wolfe (1977, p. 22) observed that "if we are to understand privacy as a future as well as a contemporary social issue, we must understand privacy as a concept." However, understanding privacy as a concept has proven to be a nontrivial task. Defining and measuring privacy is complicated because the relationships depend more on perceptions than on objective assessments. In the IS field, information privacy concerns is the concept that best situates current information privacy issues, and its measurements have been evolving over the years along with new technologies (Hong & Thong, 2013; Jia & Xu, 2015; Malhotra et al., 2004; Smith et al., 1996; Stewart & Segars, 2002) .
In this scenario, replication studies are valuable because they enable IS researchers to validate existing instruments and understand the phenomenon in a new context (Niederman & March, 2015) . Therefore, this study fulfills the primary goal of a replication study by assessing the IPC scale developed by Hong and Thong (2013) in the context of m-banking. Additionally, this paper continues the work of Kenny and Connolly (2017) , not only using the IPC scale in a different context but also replicating and comparing step-by-step
Volume 5 Paper 8 both the measurement and structure of the original study (third-order factor conceptualization). The results of our replication study also confirm the stability of IPC, thereby helping the field to be more confident about the stability and applicability of the scale over the years and in different scenarios.
The original research developed a robust scale summarizing previous literature on information privacy concerns from different fields and tested it in the context of commercial and government websites in Hong Kong. The authors proposed three directions for future research -we address two of them in this study.
First, "reevaluate the lower-order dimensions of privacy concerns on a periodic basis, especially after significant social and technological changes." In our study, we collect the data in March 2018, 5 years after the publication of the original paper. In this period, we witnessed the evolution of m-banking and the wide adoption of this new technology. The use of m-banking surpassed traditional channels, such as telephones, ATMs, and Internet banking. Additionally, a significant number of features that are provided by this technology increased the user's perception of control of his/her financial information (Forrester, 2017) .
The second suggested direction for future research was to "test the conceptualization of the scale in other countries (not an Asian country)." In our study, we recruit only U.S. residents 18 years old or older. All states in the U.S. have enacted security breach notification laws requiring private or governmental entities to notify individuals of security breaches of information involving personally identifiable information (NCSL, 2018) . Because of that, it is safe to assume that Americans are quite aware of privacy issues. Furthermore, in recent years, we observed a significant number of data breaches affecting different types and sizes of organizations, including Yahoo, eBay, Target, Uber, U.S. Office of Personnel Management, Sony, Home Depot, Adobe, FedEx, Deloitte, etc. In the financial industry, which is the object of our study, in July 2017, a data breach on Equifax, one of the largest credit bureaus in the U.S., exposed the personal and financial information of more than 140 million American consumers, which was more than 55% of the adult population of the United States at that time (Census, 2017) . These large-scale data breaches can be quite costly for a company's customer perceptions in the marketplace (Goode, Hoehle, Venkatesh, & Brown, 2017) .
In contrast with the original research where model 12 (one third-order factor) had the best performance, in our research, model 9 (two second-order factors) has the best performance in the measurement model, recognizing the unique roles of control and awareness. Furthermore, in our post hoc analysis, based on model 12, we detect a high correlation between the dimensions of control and awareness and propose an alternative model (12B). We test the structural properties of model 12B, which presents the best performance, surpassing models 9 and 12. We speculate that this correlation is different from the original study because we collect our data sample in another country and almost a decade later. As previously discussed, American citizens are more aware of privacy issues today than ever before due to the existing security breach notification laws. Further, Americans may have an increased perception of the control of their financial data because of the significant number of features offered by m-banking. Thus, we propose a new second-order dimension, named "exposure management," that represents individuals' consciousness about existing controls that mitigate the risks of personal data loss. This new second-order dimension can represent an advance for the information privacy scale in the IS field. We thus call for future studies to consider assessing this alternate proposed conceptualization.
Even though model 9's statistics are marginally better, we believe that our revised model 12B is a better representation of the phenomenon. Individuals are aware that a data breach can lead to identity theft, and they want to be aware of controls to protect their information from being misused, for instance by creating a report on the government online platform identitytheft.gov (FTC, 2017) . However, more research is necessary to validate our findings and speculations.
Future studies should also address the third direction proposed by Hong and Thong (2013, p. 294) :
The integrated conceptualization of IPC can be used in a nomological network to investigate the antecedents and consequences of IPC in a particular research context. For example, it would be interesting to examine the impact of IPC on consumers' online behavior through longitudinal studies.
Limitations
Different from the original study that recruited participants by posting a banner on a website, we recruit participants from MTurk (MTurkers).
While the MTurk population may not be perfectly representative of the U.S. population, which is the population of interest for our replication, much work has shown that MTurk is a reliable source for highquality and representative data for various fields and research purposes (e.g., (Buhrmester, Kwang, & Gosling, 2011; Crump, McDonnell, & Gureckis, 2013; Fort, Adda, & Cohen, 2011; Goodman, Cryder, & Cheema, 2013; Litman, Robinson, & Rosenzweig, 2015; Paolacci & Chandler, 2014; Peer, Vosgerau, & Acquisti, 2014; Rand, 2012; Simcox & Fiez, 2014; Sprouse, 2011) . Furthermore, the subjects in our sample are clearly in the population of interest, as all participants are Internet users and reported using m-banking. However, MTurkers are, in many ways, a group of users with unique characteristics, which may limit the generalizability of the findings. Thus, statements about causal relationships that are presented in this model should be tested in different populations in future research.
Conclusion
Considering the challenging scenario that individuals and organizations are facing, with a massive and growing volume of data breaches and privacy invasions, we understand that it is of vital importance for the academic community to continue replicating and perfecting a scale to measure information privacy concerns over the years. This replication study supports the findings of the original research. It demonstrates that the initially developed scale is stable over time and applicable to different contexts, both technical and cultural. Therefore, we shed light on an adapted instrument that may help in future studies about m-banking and financial information privacy. These future studies can confirm the use of the new proposed dimension of exposure management as a second-order factor. Information privacy concerns may vary geographically but exist across time and culture (Bellman, Johnson, Kobrin, & Lohse, 2004) . The disclosure of sensitive information, including financial information, can harm the individual financially, physically, psychologically, or socially, but we remain optimistic that users will continue to adopt m-banking securely.
